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The electronic medical record and the challenge of protecting individual’s patient data

Frank Nduu Nawej
Institute for Studies and Research for Health Quality, Democratic Republic of the Congo

Introduction: The computerized medical record tends to become generalized in many private health establishments in
Lubumbashi. While its advantages are undeniable, it should always be noted that the DMI has weaknesses linked to the risk of
loss or theft of patient data which is deemed to be sensitive because it falls under medical confidentiality.

Methods: The study consisted of a closed and written questionnaire drawn up on the basis of international IT security standards,
in this case the prescription of the IT security guide for health professionals in private practice General Information Systems
Security Policy of Health (PGSSI-S). On the basis of voluntary participation, part of this questionnaire was administered to the
various CMDC health professionals who regularly use the DMI (doctors, nurses, laboratory technicians and imaging technicians)
and another was intended for administrators of the said software. A total of 64 people participated in the survey, including 59
users and 05 administrators of the DMI.

Results: Data reported about accessing, retaining or sharing patient data on the DMI suggests a low level of protection.

Conclusion: The sensitive nature of patient data requires the CMDC and other healthcare establishments to improve the practices
of their staff using the computerized medical record with a view to optimal security in the recording, processing and conservation
of information whose nature is a matter of medical confidentiality.
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